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regarding the processing of personal data in the context of the QSAR Toolbox

What personal data do we collect and for what purpose?

The following categories of personal data shall be Processed by ECHA: Name, Email, Organisation,
Organisation Type and Country of the end user.

The Personal Data shall be Processed by ECHA for the purpose of allowing end users to access
and download the (Q)SAR Application Toolbox (including any updated versions), to manage such
access rights, to provide any assistance to end users in the use of the (Q)SAR Application
Toolbox, including collecting stakeholder feedback and continuous improvement of the software,
and to Process any requests in relation to Personal Data from data subjects.

Who has access to your personal data and to whom is it disclosed?

Your personal data may be processed by ECHA and/or the OECD as joint controller for the
purposes described above. Your personal data will only be accessible to authorised staff on a
strictly need to know basis.

How long are your personal data kept and how are they protected?

Your personal data will not be kept beyond the necessary timeframe to achieve the purposes
stated above. More in particular, the data will be stored for as long as regulatory follow up may
be required.

The QSAR Toolbox is hosted by the European Chemicals Agency of the EU. It is protected by the
IT security measures implemented by the Agency that ensure an adequate security level as
concerns threats to electronic assets integrity, confidentiality and availability.

What is the legal basis and what are your rights?

The processing of your personal data is necessary for the performance of a task carried out in the
public interest. You have the right to access and rectify the personal data submitted via the QSAR
Toolbox at any time. Under certain conditions, a right to erasure, restriction, objection and/or
data portability also applies. Finally, you also have the right to withdraw your consent for ECHA to
process your personal data at any time, where applicable.

However, if you feel your Data Protection rights have been breached you can always file a
complaint with ECHA’s Data Protection Officer (data-protection-officer@echa.europa.eu) or have
recourse to the European Data Protection Supervisor.

Who is the data controller and how can I contact ECHA?

The Executive Director of the European Chemicals Agency shall exercise the tasks of the data
controller for the purpose of these processing operations. The OECD shall act as joint controller.

To exercise the above mentioned rights, you can contact ECHA via the contact form on ECHA's
website. Please use the phrase “Exercising Data Protection rights” in the heading.
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